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Tab 14:  TMSSC Training Team Lesson Plan:  Business Objects
Business Objects for ADS

Supervisor Module

· User changing his own password:

· BusinessObjects user module: Tools….Change password
· [Exit]
· Supervisor Module

· Login to Supervisor Module with Field Super 1 username and password.

User Groups

A.
ADS Clinic Security Group:  all ADS inherited usernames will be in the ADS Clinic Security Group.  These are the usernames that should have the clinic restrictions inherited from the ADS Grant User Access module. 

B.
Field Ad Hoc Group:  Predefined BusinessObjects usernames that have full access and privileges in the BusinessObjects User Module.  They do NOT have access to the Supervisor module.

C. Field Supervisor Group: Predefined BusinessObjects usernames that have full privileges in the BusinessObjects User and Supervisor modules.  ONLY A LIMITED NUMBER OF PEOPLE SHOULD HAVE SUPERVISOR ACCESS.

II.
BusinessObjects modules
A.
Highlight User1 and notice Designer and Supervisor modules are not available (red/white Xstamp), but the BusinessObjects module is available.  

B.
Highlight Ad Hoc 1 and notice the same thing

C. Highlight Field Super 1 and notice Supervisor module is available (no Xstamp).

III.
User Profiles

A.
Users are assigned profiles which define their access to various BusinessObjects modules. The icon next to the username represents the user’s profile.  BusinessObjects offers two standard profiles:

1.
User Profile:  Blue icon symbolizing access to the BusinessObjects User Module.

2.
Supervisor Profile:  Green icon “with key” symbolizing access to the BusinessObjects User AND Supervisor Modules. 

B.
Changing Profiles
1.
Highlight Field Super 2 and click on the Supervisor module.  

2.
Choose the command:  Resource… Disable/Enable Module  or [Disable/Enable Module] button (4th button from the right) to disable the Supervisor module for Field Super 2 (red Xstamp).

3.
Notice that when access to the Supervisor module was disabled, Field Super 2’s Supervisor profile (green icon) changed to a User profile (blue icon) and moved to the bottom of the group list.

4. Re-enable Field Super 2’s Supervisor access (change the profile) by clicking on the [Disable/Enable Module] button again.

IV.
BusinessObjects menu privileges
The discussion up to this point has focused on a user’s access to BusinessObjects modules. The functions a user can perform within each module can be specified as well. 

A.
Group privileges
Function privileges can be assigned at the group level, meaning all users in that group inherit those privileges.

1.
Highlight Field Supervisor Group
2.
Highlight BusinessObjects module

3.
Resource…Properties or [Resource Properties] button for Attributes dialog box. 

4.
Notice the title of the dialog box reads “Attributes—Field Supervisor Group—BusinessObjects”.  Always refer to the title bar to confirm the group (or user) and the module you are working with. (We are working with the function privileges for the Field Supervisor Group in the BusinessObjects module.)

5.
All Families picklist 
The user can opt to only display categories (families) of BusinessObjects commands.  For example, the Documents family includes commands pertaining to creating, refreshing and printing documents, etc. The default display is All Families, or, rather, all of the functions. 

6.
Command column: List of functions for the selected family for the selected module. (We selected All Families from the picklist, and before we accessed this screen, we selected the BusinessObjects module--NOT the Supervisor module.  So the list shows all commands for the BusinessObjects User Module.)

7.
Status column:  Displays the command’s accessibility for the selected user or group

8.
Family column:  Displays the family the command belongs to

9.
Inherited From column:  Indicates whether the function was a predefined setting (blank), assigned at the group level (group name) or assigned to an individual (username) 

10.
Version column:  displays the module version of the selected command.

11.
Predefined Settings button
Pre-determined set of privileges to be used as a baseline. Use at your discretion.

12.
Review the status of commands for the Field Supervisor Group (scroll down the list)

13.
Click on [Cancel]

B.
Highlight Field Ad Hoc Group
1.
Resource…Properties or [Resource Properties] button 

2.
Read title bar

3.
Review commands (basically same function privileges as Supervisor group—full BusinessObjects functionality)

4.
Click on [Cancel]
C.
Highlight ADS Clinic Security Group
1.
Resource…Properties or [Resource Properties] button for Attributes dialog box

2.
Read title bar

3.
Review commands (limited only to opening and formatting reports—no new reports (ad hoc reports)

4. Click on [Cancel]

V.
Adding a new user
We are adding a user to demonstrate modifying user privileges.

A.
Highlight ADS Clinic Security Group
B.
User…New…User or [New User] button (user icon with plus sign)

C.
Type your name at the waiting prompt (case sensitive) and hit <ENTER>.  The username is sorted alphabetically within the group.

D.
With username still highlighted, 

1.
Resource…Properties will show that this new user inherited the attributes of the ADS Clinic Security Group.
2.
Click on [Cancel]

E.
Click and drag your user to the Field Ad Hoc Group
F.
With username still highlighted, 

1.
Resource…Properties will show that this user now has inherited the attributes of the Field Ad Hoc Group.
2.
Click on [Cancel]

G.
Click and drag your user to Field Supervisor Group
H.
With username still highlighted, 

1.
Resource…Properties will show that this user now has inherited the attributes of the Field Supervisor Group.
2.
Click on [Cancel]
I. Click and drag your user back to the ADS Clinic Security Group

VI.
Finishing User Setup

A.
Highlight your user

B.
User…Properties 
C.
Note the title bar to confirm the user you are working with.

D.
Definition tab

1.
Read the description of this functionality

2.
Name:  Allows for the username to be changed (case sensitive).  (They can change Field Super 1 to MaryJane)

3.
Password:
Type a password; press <Tab> and type the confirmation password. 

4.
Attributes
a)
Disable Login:  Message of “Your login is not valid” will continuously display at every login attempt.  A red Xstamp will display on the user’s profile to indicate denied access to the module/s.

(1)
Select the Disable login option

(2)
Click on OK

(3)
User…Properties
(4)
De-Select the Disable login option

b)
Enable Offline Login:  Displays the Use in Offline Mode option on the login screen. 

c)
Enable Password Modification:  Allows user to change his or her own password.

d)
Enable Real Time User Rights Update:  Allows changes in user privileges to take effect without the user having to exit and log back into BusinessObjects. Notice it is NOT selected, by default.

e)
Enable Delete Document: THE DEFAULT SETTING ALLOWS USERS TO DELETE DOCUMENTS FROM THE REPOSITORY. BE VERY CAREFUL NOT TO DELETE ITEMS FROM THE REPOSITORY

f)
Object Security Level:  Security levels have not been established by the universe designers, so manipulating this option is futile. 

E.
Groups and Profile tab

1.
Read the description

2.
Groups 
Earlier we dragged and dropped a user from one group to another.  This screen will allow for a user to be moved or assigned to more than one group.

a)
Highlight the Field Ad Hoc Group from the Available groups window.

b)
Click on [Add].
c)
We have discovered that if a user is assigned to more than one group, it actually only adopts the attributes of the group with the most restricted access.  (If this user logged in, it would have the privileges of ADS Clinic Security Group, NOT the Field Ad Hoc Group)

d)
Select the Field Ad Hoc Group and click on [Remove]
3.
Profiles

a)
Highlight the user

b)
Click on the Profile picklist

c)
Select the Supervisor profile

d)
Click on [OK]
e)
Notice the username icon changes to the Supervisor icon and the Supervisor Module is available to that user even though they are in the ADS Clinic Security Group.

f)
With the user selected, highlight the Supervisor module and click on the [Disable/Enable Module] button to return to the User profile (icon changes back—Supervisor module access denied)

g)
User…Properties
F.
Timestamp tab

1.
Read description on the screen

2.
Talk about all elements on screen

a)
Add some

b)
Remove all

3. Click on [OK]

VII.
Individual User Privileges (vs. Group Privileges)
Changes to an individual user’s privileges will override the assignment of privileges at the group level.  For example, the entire ADS Clinic Security Group cannot create documents.  If you wanted your new user to be able to create documents, you can change the user’s function privileges independent of the group’s privileges.

A.
Highlight your user’s name

B.
Highlight BusinessObjects module

C.
Resource…Properties or button

D.
Notice the Create Documents command has a gray/blue Xstamp and the Inherited From column indicates that this setting originated from ADS Clinic Security Group
E.
Highlight Create Documents  and click on [Edit] button (or double click on Create Documents)

F.
Command State dialog box displays

1.
Force command to Disabled: The function (indicated in the title bar), although visible will not be available.  In most cases, the menu option or action button will be grayed out.  For this particular command (Create Documents), File…New and the New Report Wizard will not be accessible.

2.
Force command to Hidden:  The function will not even be visible.   (New will not be on the menu and the buttons will not be on the toolbar.)

3.
Force command to Enabled:  The function will be available (File…New and all toolbar buttons will be accessible).

4.
Inherit command status (Default):  Availability of function defaults back to the group setting.  (File…New and buttons will not be accessible because the ADS Clinic Security Group cannot create documents.)

G.
Choose Hidden
H.
Click on [OK] and  notice the command now has a red/white Xstamp and the Inherited From column now indicates the username—the setting is specific to the user instead of the ADS Clinic Security Group.

I.
Double click on Create Documents command

J.
Choose Enabled
K.
Click on [OK] and notice the command has no Xstamp.

L.
Double click on Create Documents command.

M.
Choose Default

N. Click on [OK] and notice the command returns to Disabled status and the Inherited From column now indicates Inherited From—the setting was returned to the group setting for the ADS Clinic Security Group (when screen is refreshed, Inherited From will read ADS Clinic Security Group as it was originally.)

VIII.
Other Supervisor Module functions

A.
Configuration tab - we just described.

B.
Universe tab

1.
Controls tab
THE ONLY TAB within this Universe Properties dialog box (note the title bar) that you should ever modify is the Controls tab. This tab is where you can control the number of rows a  user or group of users can retrieve.  Remember in the Data Manager, we could select default, 10, 20 or other?  Well, this is where we can set the default.

2.
Rows tab
You can consult this screen to find out the clinic ien restrictions for an ADS inherited  username.

3.
ALL OTHER TABS SHOULD NOT BE MODIFIED!!!!!

C.
Stored Procedure tab
No user has access to functions related to this tab.

D.
Document tab
This tab displays the documents stored in the repository in the Standard Doc Domain and the Ad Hoc Doc Domain.  Users can be restricted from accessing certain documents by:

1.
Selecting the user or group

2.
Highlighting the document

3.
Resources, Disable/Enable Document or button to Xstamp doc name.

E.
Repository tab  NOTHING ON THIS SCREEN SHOULD BE MODIFIED.

Recommendations

1. Problems have been identified with the inherited clinic restrictions for ADS usernames.  We recommend running reports for users until this problem is resolved.  Otherwise, you allow a user to pull data for any clinic they choose.

2. Even though you’ve all seen this module, we recommend that one person be responsible for maintaining users.  User privileges should not change often enough to be of concern.  Everyone that does not need to be in the Supervisor module should go ahead and adopt a username from the Field Ad Hoc Group instead of the Field Supervisor Group.

3. We do not recommend “playing” with features in this module.  If modifications do have to be performed, please be very deliberate with your actions, and note them in case TMSSC has to recreate a problem or “undo” any actions.  Again, you are playing with fire if you modify anything related to “universe”, “domains”, “repositories”, “informix”, “connections”, etc.

4. We will update each base with further developments and lessons learned concerning this module.  Meanwhile, do only what you HAVE to do to maintain functionality.

BHAA
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3/29/99
RELEASED W/WORK/DUTY LIMITATIO
848.9    
UNSPECIFIED SITE OF SPRAIN AND STRAIN                                                                                                                                                                                                                     
1.00
MEYER,SCOTT R                 
3 OCCUPATIONAL ILLNESS/INJURY 


BHAA

20


3/27/99
RELEASED WITHOUT LIMITATIONS  
924.20   
CONTUSION OF FOOT                                                                                                                                                                                                                                         
1.00
GANEY,CATHY                   
3 OCCUPATIONAL ILLNESS/INJURY 


BHAA

20


3/31/99
RELEASED WITHOUT LIMITATIONS  
848.9    
UNSPECIFIED SITE OF SPRAIN AND STRAIN                                                                                                                                                                                                                     
1.00
MIRANDA,DAVID M               
3 OCCUPATIONAL ILLNESS/INJURY 


BJAA

20

0058 MAINTENANCE SQ           
3/30/99
RELEASED WITHOUT LIMITATIONS  
V70.5    
HEALTH EXAMINATION OF DEFINED SUBPOPULATIONS                                                                                                                                                                                                              
1.00
ARRIGHI,DAVID A               
3 OCCUPATIONAL ILLNESS/INJURY 


BJAA

31

0512 SPECIAL OPERATIONS SQ    
3/30/99
RELEASED WITHOUT LIMITATIONS  
V67.59   
OTHER FOLLOW-UP EXAMINATION                                                                                                                                                                                                                               
1.00
ARRIGHI,DAVID A               
3 OCCUPATIONAL ILLNESS/INJURY 










Count:
15.00
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