Operational Risk Management Worksheet for Food Security

Flow Diagram:






	Hazard
	Assess Risk
	Risk Level/ (Rank)
	Risk Control Measure
	Rank
	Control Decision Level
	Control Decision

	I.  Processing Establishment
	
	
	
	
	
	

	1.  Facility security
	
	
	
	
	
	

	a.  No one is assigned responsibility for security
	No accountability for security procedures
	Crit/Seld

Med/11      (8) 
	DoD approved source  requirement for person in charge of security
	1
	DoD
	

	b.  No procedures for investigating unusual activity
	No procedures prevents appropriate, consistent follow-up of unusual activity
	Crit/Seld

Med/11

(9)
	DoD approved source requirement to have written procedures to document investigation and follow-up of unusual activity
	1
	DoD
	

	c.  Unrestricted access into building
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(4)
	DoD approved source requirement to allow only controlled access to food and ingredient areas:

· locks on doors/windows, storage tanks

· secured vents, fresh air intakes, and roof openings
	1

2
	DoD
	

	d.  Access to building not monitored
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(6)
	DoD approved source requirement to monitor access:

· sign in/out

· account for all keys to establishment

· surveillance cameras

· security patrols

· adequate lighting exterior and interior

· limit potential hiding places for intentional contaminants
	4

3

2

1

5

6
	DoD
	

	e. Employees have unrestricted  access to all areas of plant…more opportunity to effectively contaminate food, no unusual occurrence to trigger investigation
	Access to chemicals, laboratory, and foods (ingredients, processing, and finished products)  with potential for intentional contamination
	Cat/Seld

High/8

(3)
	DoD approved source requirement to restrict employee access to only  areas of plant related to their function
	1
	DoD
	

	f.  No supervision of contractors (cleaning, maintenance, construction, etc.) or visitors (tours, sales, auditors, truck drivers, regulators, mail delivery, etc.) 
	Access to foods and intentional contamination possible…similar to employees but not as risky d/t time constraints
	Crit/Seld

Med/11

(5)
	DoD approved source requirement to allow no unsupervised access to plant by contractors or visitors
	1
	DoD
	

	g.  Contractor tools, equipment, vehicles not inspected prior to entering facility
	Could provide concealed means to bring agents into facility
	Crit/Seld

Med/11

(10)
	DoD approved source requirement to inspect all tools, equipment, and vehicles entering plant
	1
	DoD
	

	h.  Laboratory (QA/R&D) chemical and culture access not restricted…threat level might depend on what chemicals, etc. are available in the facility 


	Could provide ready source of intentional contaminants
	Crit/Seld

Med/11

(15)
	DoD approved source requirement to:

· Lock up reagents and microbial positive control cultures

· Restrict laboratory materials to the laboratory

· Keep timely and accurate inventory of reagents and positive control cultures

· Investigate missing reagents or cultures and document findings
	1

2

3

4
	DoD
	

	i.  Hazardous chemical (e.g. cleaning/sanitizing agents, pesticides) storage access not restricted
	Could provide ready source of intentional contaminants
	Crit/Seld

Med/11

(16)
	DoD approved source requirement to:

· Lock/limit access to chemical storage areas

· Supervise maintenance and sanitation staff

· Keep timely and accurate inventory of hazardous chemicals

· Investigate missing chemicals and document findings
	1

2

3

4


	DoD
	

	2.  Employees
	
	
	
	
	
	

	a.  Employees with unknown backgrounds
	Employees may try to contaminate foods, ingredients, or packaging
	Cat/Seld

High/8

(2)
	DoD approved source requirement to:

· Pre-hire screen all employees including permanent, seasonal, temporary, and contract employees for criminal background (as allowed by law)

· Maintain daily employee rosters which are specific to shift

· Issue photo ID badges (worn or carried protected so as not to contaminate foods when in food handling areas)
	1

2

3
	DoD
	

	b.  Employees may bring intentional contaminant agents into plant…would need to have the knowledge as well as the means
	Employees would have the means to contaminate foods, ingredients, or packaging
	Crit/Seld

Med/11

(7)
	DoD approved source requirement to:

· Restrict personal items allowed in plant (e.g., limit to those items needed by employees; employee lockers must be regularly inspected to verify)

· Prohibit personal items (e.g., lunch containers, purses) in food handling areas
	2

1
	DoD
	

	3.  Raw Materials
	
	
	
	
	
	

	a.  No security measure requirements for raw material suppliers or transporters.  Raw materials includes ingredients, compressed gas, packaging, and labels.
	Raw materials could be contaminated… processing could destroy biohazards,  longer term terror effects possible
	Mod/Seld

Low/14

(18)
	DoD approved source requirement to mandate raw materials come from suppliers and transporters with documented security procedures to address, at a minimum, facility/truck physical security and employee screening (as allowed by law)
	1
	DoD
	

	b.  No inspection of incoming raw materials for evidence of tampering
	Might miss evidence of raw materials that have easily identifiable evidence of tampering
	Mod/Seld

Low/14

(17)


	DoD approved source requirement to:

· Inspect all incoming raw materials for evidence of tampering or counterfeiting

· Require locked and sealed vehicles

· Require seal numbers to be identified on shipping documents
	3

1

2
	DoD
	

	c.  No traceback system in place for raw materials…potentially a major or catastrophic effect on a business
	If a problem occurred, would not be able to isolate, determine source, and implement corrective action
	Crit/Seld

Med/11

(13)
	DoD approved source requirement to:

· Mandate ability to trace-back all raw materials to source lots

· Keep timely and accurate inventory of ingredients, packaging, labels, salvage products, rework products, and product returns

· Document investigation of, and corrective actions for, missing inventory
	1

2

3
	DoD
	

	d.  Water storage not secure
	Water could serve as means of contaminating foods
	Crit/Seld

Med/11

(11)
	DoD approved source requirement to secure water wells, storage and handling facilities


	1
	DoD
	

	4.  Finished Products
	
	
	
	
	
	

	a.  Foods not in tamper-evident packaging…has happened historically
	Terrorist/aggressor could contaminate food without evidence of tampering
	Crit/Occ

High/7

(1)
	DoD approved source requirement to procure foods with tamper-evident packaging
	1
	DoD
	

	b.  No Lot Numbers on foods or lot numbers not tracked
	Traceback difficult 
	Crit/Seld

Med/11

(12)
	DoD approved source requirement to code and track products
	1
	DoD
	

	c.  Recall plan not defined
	Product recovery difficult
	Crit/Seld

Med/11

(14)
	DoD approved source requirement to have a written product recall plan
	1
	DoD
	

	II.  Transportation to Distribution Center or to Military Receiving Activity
	
	
	
	
	
	

	1.  Truck/ Delivery Vessel Security
	
	
	
	
	
	

	a.  Trucks/delivery vessel not sealed and locked…has not occurred yet
	Product susceptible to contamination during transport
	Crit/Seld

Med/11

(1)
	DoD approved source requirement to ship products in locked trucks with seals affixed that are unique and coded to match shipping papers.
	1
	DoD
	

	b.  Trucks deliver to more than one location
	Product susceptible to contamination when truck opened at multiple locations
	Crit/Seld

Med/11

(2)
	DoD approved source requirement to ship products sealed directly to destination with no open-truck opportunities between food processing plant and destination.
	1
	DoD
	

	2.  Driver security
	
	
	
	
	
	

	a.  Drivers with unknown backgrounds...they still must be capable and willing
	Drivers may try to contaminate foods
	Crit/Seld

Med/11

(3)
	DoD approved source requirement to:

· Pre-hire screen all drivers for criminal background (as allowed by law)

· Issue photo ID badges to drivers
	1

2
	DoD
	

	III.  Distribution Center/Prime Vendor
	
	
	
	
	
	

	1.  Facility security
	
	
	
	
	
	

	a.  No one is assigned responsibility for security
	No accountability for security procedures
	Crit/Seld

Med/11

(7)
	DoD approved distributor/prime vendor  requirement for person in charge of security
	1
	DoD
	

	b.  No procedures for investigating unusual activity
	No procedures prevents appropriate, consistent follow-up of unusual activity
	Crit/Seld

Med/11

(8)
	DoD approved distributor/prime vendor requirement to have written procedures to document investigation and follow-up of unusual activity
	1
	DoD
	

	c.  Unrestricted access into building
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(3)
	DoD approved distributor/prime vendor requirement to allow only controlled access to food and ingredient areas:

· Locks on doors/windows/gates

· Secured vents, fresh air intakes, and roof openings
	1

2
	DoD
	

	d.  Access to building not monitored
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(4)
	DoD approved distributor/prime vendor requirement to monitor access:

· Sign in/out

· Account for all keys to establishment

· Surveillance cameras

· Security patrols

· Adequate lighting exterior and interior

· Limit potential hiding places for intentional contaminants
	4

3

2

1

5

6
	DoD
	

	e.  Employees have unrestricted  access to all food storage
	Access to chemicals, and foods with potential for intentional contamination
	Cat/Seld

High/8

(1)
	DoD approved distributor/ prime vendor source requirement to restrict employee access to only  areas of the facility related to their function
	1
	DoD
	

	f.  No supervision of contractors (cleaning, maintenance, construction, etc.) or visitors (tours, sales, auditors, truck drivers, regulators, mail delivery, etc.) 
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(6)
	DoD approved distributor/prime vendor source requirement to allow no unsupervised access to facility by contractors or visitors
	1
	DoD
	

	g.  Contractor tools, equipment, vehicles not inspected prior to entering h.  facility
	Could provide concealed means to bring agents into facility
	Crit/Seld

Med/11

(17)
	DoD approved distributor/prime vendor source requirement to inspect all tools, equipment, and vehicles entering facility
	1
	DoD
	

	h.  Hazardous chemical (e.g. cleaning/sanitizing agents, pesticides) storage access not restricted
	Could provide ready source of intentional contaminants
	Crit/Seld

Med/11

(17)
	DoD approved distributor/prime vendor source requirement to:

· Lock/limit access to chemical storage areas

· Supervise maintenance and sanitation staff

· Keep timely and accurate inventory of hazardous chemicals

· Investigate missing chemicals and document findings
	1
	DoD
	

	2.  Employees
	
	
	
	
	
	

	a.  Employees with unknown backgrounds
	Employees may try to contaminate foods
	Cat/Seld

High/8

(2)
	DoD approved distributor/prime vendor source requirement to:

· Pre-hire screen all employees including permanent, seasonal, temporary, and contract employees for criminal background (as allowed by law)

· Maintain daily employee rosters which are specific to shift

· Issue photo ID badges
	1

2

3
	DoD
	

	b.  Employees may bring intentional contaminant agents into facility
	Employees would have the means to contaminate foods
	Crit/Seld

Med/11

(5)
	DoD approved distributor/prime vendor source requirement to:

· Restrict personal items allowed in facility (e.g., limit to those items needed by employees; employee lockers must be regularly inspected to verify)
	1
	DoD
	

	3.  Incoming Shipments (Distribution Centers)
	
	
	
	
	
	

	a.  No verification of truck locks and unique seals on receipt
	Can’t verify that no unauthorized person had access to food during transport
	Crit/Seld

Med/11

(11)
	DoD approved distributor/prime vendor source requirement to verify locks and unique seals on receipt
	1
	DoD
	

	b.  No inspection of incoming foods for evidence of tampering
	Might miss evidence of foods that have been intentionally contaminated
	Crit/Seld

Med/11

(9)
	DoD approved distributor/prime vendor source requirement to: Inspect all incoming foods for evidence of tampering
	1
	DoD
	

	c.  No traceback system in place for foods
	If a problem occurred, would not be able to isolate, determine source, and implement corrective action
	Crit/Seld

Med/11

(15)
	DoD approved distributor/prime vendor requirement to:

· Mandate ability to trace-back all food from source

· Keep timely and accurate inventory of foods and product returns

· Document investigation of, and corrective actions for, missing inventory
	1

2

3
	DoD
	

	4.  Outgoing Shipments (Distribution Centers)
	
	
	
	
	
	

	a.  Foods not in tamper-evident packaging
	Terrorist/aggressor could contaminate food without evidence of tampering
	Crit/Seld

Med/11

(10)
	DoD approved distributor/prime vendor requirement to procure foods with tamper-evident packaging from food processing establishment; no re-packing of foods at distribution centers allowed
	1
	DoD
	

	b.  Food lot numbers not tracked
	Traceback difficult 
	Crit/Seld

Med/11

(14)
	DoD approved distributor/prime vendor requirement to track products to destination
	1
	DoD
	

	c.  Recall plan not defined
	Product recovery difficult
	Crit/Seld

Med/11

(16)
	DoD approved distributor/prime vendor requirement to have a written product recall plan
	1
	DoD
	

	d.  Foods identified for DoD use well in advance of loading truck (e.g., delivery assembled in loading area prior to loading truck)
	Eases ability of terrorist/aggressor to identify DoD foods and allows time to have access to the foods
	Crit/Seld

Med/11

(13)
	DoD approved distributor/prime vendor requirement to assemble loads to DoD locations just prior to loading on truck (e.g., no more than 1 hour before loading truck)
	1
	DoD
	

	IV.  Transportation
	
	
	
	
	
	

	1.  Truck security
	
	
	
	
	
	

	a.  Trucks not sealed and locked
	Product susceptible to contamination during transport
	Crit/Seld

Med/11

(1)
	DoD approved source requirement to ship products in locked trucks with seals affixed that are unique and coded to match shipping papers.
	1
	DoD
	

	b.  Trucks deliver to more than one location
	Product susceptible to contamination when truck opened at multiple locations
	Crit/Seld

Med/11

(2)
	DoD approved source requirement to ship products sealed directly to destination with no open-truck opportunities between food processing plant and destination.
	1
	DoD
	

	2.  Driver security
	
	
	
	
	
	

	a.  Drivers with unknown backgrounds
	Drivers may try to contaminate foods
	Crit/Seld

Med/11

(3)
	DoD approved source requirement to:

· Pre-hire screen all drivers for criminal background (as allowed by law)

· Issue photo ID badges to drivers
	1

2
	DoD
	

	V.  Military Food Facility (Dining Hall, Commissary, Warehouse)
	
	
	
	
	
	

	1.  Facility security 
	
	
	
	
	
	

	a.  No one is assigned responsibility for security
	No accountability for security procedures
	Crit/Occ

High/7

(6)
	Define person in charge of security for the food facility (including any remote storage areas)
	1
	Local
	

	b.  No procedures for investigating unusual activity
	No procedures prevents appropriate, consistent follow-up of unusual activity
	Crit/Seld

Med/11

(9)
	Develop written procedures to document investigation and follow-up of unusual activity
	1
	Local
	

	c.  Unrestricted access into building
	Access to foods and intentional contamination possible
	Crit/Occ

High/7

(5)
	Allow only controlled access to food handling and storage areas:

· locks on doors/windows, storage tanks

· secured vents, fresh air intakes, and roof openings
	1

2
	Local
	

	d.  Access to building not monitored…logbooks, cameras
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(8)
	Monitor access to food and food storage areas by:

· Sign in/out rosters

· Account for all keys to the facility including food storage areas

· Surveillance cameras

· Adequate lighting exterior and interior

· Limit potential hiding places for intentional contaminants
	3

2

1

4

5
	Local
	

	e.  No supervision of contractors (cleaning, maintenance, construction, etc.) or visitors (tours, sales, auditors, truck drivers, regulators, mail delivery, etc.) 
	Access to foods and intentional contamination possible
	Crit/Seld

Med/11

(10)
	Allow no unsupervised access to food facility or food storage areas by contractors or visitors
	1
	Local
	

	f.  Contractor tools, equipment, vehicles not inspected prior to entering facility
	Could provide concealed means to bring agents into facility
	Crit/Seld

Med/11

(11)
	Inspect all tools, equipment, and vehicles entering food facility
	1
	Local
	

	g.  Hazardous chemical (e.g. cleaning/sanitizing agents, pesticides) storage access not restricted
	Could provide ready source of intentional contaminants
	Crit/Seld

Med/11

(16)
	Lock/limit access to chemical storage areas
	1
	Local
	

	h.  Water storage not secure
	Water could serve as means of contaminating foods
	Cat/Seld

High/8

(7)
	Secure water storage tanks


	1
	Local
	

	2.  Employees
	
	
	
	
	
	

	a.  Employees with unknown backgrounds
	Employees may try to contaminate foods, ingredients, or packaging
	Cat/Occ

High/6

(4)


	· Utilize military personnel to prepare foods in high threat regions (e.g., no third country nationals in food areas) 

· Pre-hire screen all employees including permanent, seasonal, temporary, and contract employees for criminal background (as allowed by law)

· Maintain daily employee rosters which are specific to shift

· Issue photo ID badges
	1

2

3

4


	DoD
	

	b.  Employees may bring intentional contaminant agents into food areas
	Employees would have the means to contaminate foods
	Cat/Occ

High/6

(3)
	· Restrict personal items allowed in food facility (e.g., limit to those items needed by employees; employee lockers must be regularly inspected to verify)

· Prohibit personal items (e.g., lunch containers, purses) in food handling areas
	2

1
	Local
	

	3.  Food Receiving
	
	
	
	
	
	

	a.  Foods accepted from un-approved sources…assuming approved sources have good security measures.  Caveat: no history to rely on 
	Controls in place for processing establishments, transporters, and distribution centers are circumvented and potential for contamination opportunities is increased
	Crit/Seld

Med/11

(14)
	· Accept food only from DoD approved sources

· Locally approved sources must meet same safety and security requirements as DoD approved source listings
	1

2
	Local
	

	b.  No verification of truck locks and unique seals on receipt
	Can’t verify that no unauthorized person had access to food during transport
	Crit/Seld

Med/11

(12)
	Verify locks and unique seals on receipt
	1
	Local
	

	c.  No inspection of incoming foods for evidence of tampering
	Might miss evidence of foods that have been intentionally contaminated
	Crit/Seld

Med/11

(13)
	Inspect all incoming foods for evidence of tampering
	1
	Local
	

	d.  No traceback system in place for foods
	If a problem occurred, would not be able to isolate, determine source, and implement corrective action
	Crit/Seld

Med/11

(15)
	Maintain shipping paperwork for all foods received.  Keep documents on file for at least 1 year.
	1
	Local
	

	4.  Serving Food
	
	
	
	
	
	

	a.  Customers have un-restricted access to food/drink at service…if assume general public has access, low risk from military personnel only
	Customers or persons in the dining facility could contaminate the food/drink
	Cat/Occ

High/6

(1), or…

Crit/Unlik

Low/15
	Constant supervision and monitoring of food and drink stations in dining facilities and in exposed ready-to-eat food display areas such as the produce area of a commissary 
	1
	Local
	

	b.  Customers have un-restricted access to bulk ice storage for drinks or drink machines
	Customers or persons in the dining facility could contaminate the food/drink
	Cat/Occ

High/6

(2), or Crit/Unlik

Low/15
	Secure all customer access to ice machines or ice dispensers for drink machines
	1
	Local
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